20170831212105Z

FM:DHS CyberDefense task force
TO: Director FBI

SUBJ:Possible Russian cyberattack in Denver

In response to your message, of 201708041500Z, we have
found proof of intent to interfere in Colorado State elections.
As confirmation we offer the following evidence.

The first portion that was decoded discussed how the FSB
technical department requires IP addresses of state computers
that will be used for voter registration. By spoofing the system
administrators the FSB will gain access to Colorado voting
servers. The following decoded message told Russian
Nationalists, Agent Kavkaz and Agent Dmitri, to perform
reconnaissance on the Secretary of State’s office in Denver. By
performing this recon, they will able to determine electronic
exploitations in the voter registration records. Agents Kavkaz
and Dmitri were then directed to examine and identify potentials
to add false voters to local voter registration. The Russian
agents were then instructed to discover whether or not Colorado
uses mail-in ballots or voting booths. The Russian Nationalist’s
final order was to find a subject with an Edward Snowden based
personality type. For example, young, single, isolated,and self
absorbed. Exploitation and manipulation were suggested tactics
to be used to get the target to conduct espionage.

That is the end of the decoded message, here is the
information gained from our surveillance of Agents Dmitri and
Kavkaz in the Denver area. They were located first at the light
rail station near the Performing Arts Complex. They were then
tailed by our Cyber Defense Task Force to the Secretary of
State’s office at 1700 Broadway, Unit 200, 80290 on East 17th
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Avenue. Multiple sightings of Kavkaz and Dmitri were reported
throughout the city heading towards the Secretary’s office. When
the Agents were outside of the office, some of our task force
were spotted by Kavkaz and Dmitri and they fled the area.
Photographic evidence was obtained.

Therefore, we at CyberDefense highly recommend that these
agents are apprehended, but more information is gathered before
the Russians are accused of interfering with American elections.
We also advise that all American voting systems should become
more highly monitored and should be far more secured.
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